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ABSTRACT CONDITIONAL

ADVERSARIAL EXAMPLES EXPERIMENTS
. GENERATIVE MODELS
* We consider the threat model - |
f unrestricted adversarial State-of-the-art classifiers can be fooled by adding | | 3 | Evaluation: Use Amazon Mechanical Turk (MTurk) to label
Of UNrestricied adversaria quasi-imperceptible noise. Model: We consider decoder-based conditional generative o arated unrestricted adversarial examples. Apporximate the
examples — adversarial - | _ models. Images can be generated by x = go(y,z), where  grqnd truths with majority vote of 5 labelers.
examples that are beyond small o ' i ~p(2).
' Untargeted attacks against certified defenses:
perturbations. AC-GAN based on Wasserstein distance: J J
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construct unrestricted Figure 1: Perturbation-based adversarial examples. E,-p,y~p,[dg (902 )] = Ex-p,[dp ()] 3} é 3 ?; g ;’ = i ; N e ; : N
adversarial examples with e ~Ex—pyy~p,, 108y (¥ | X)] + RMCISEIZAAAAAYY] -z acIcIcy
conditional generative models. 2 ROEEMEEECE - AEA0GESHEG
J UNRESTRICTED AEg-p. [(I\Vfdcp(f)\lz - 1) ] DandddaAdGEE - B20EEAE0EE
ADVERSARIAL EXAMPLES (critic loss) 932272722+ 7y 77172177
* We show that the defenses | | - . Notations: d.; (-) : critic AReREAREGEE - S EnEGEarE
against perturbation-based Notations: Let 7 be the set of allllnput under consideration. qu' PN abel IANAIIAEAAR - AEEIIREIIGK
] " | eludi Suppose 0: O € J = {1,2,---,K} is an oracle that takes an y - UNitorm distribution over [abels (b)
adversarial examples, Inciuding image in its domain O and outputs one of K labels. We call O ¢y (+) - auxiliary classifier — S
provable defenses, are the set of legitimate images. We consider a classifier f: 7 — Clasiier— | 0 S L S S S b IGO0
S tible to unrestricted {1,2,---, K} that predicts the label for any image in J R/ RESTRI o Wans [17) | 942 573 922 940 937 06 957 814 963 oas| 888 | <S8
USC@ )&~ ) " olter an : S 9L V4. 935. . : . 96. 93. : < ).
advergarial examples. Our P CTICAL UNRESTRICTED
ok p | P h.. ; Definition 1 (Perturbation-Based Adversarial Examples) ADVERSARIAL ATTACKS Flggre 4: Untargeted unrestricted adversarial attacks
d ?C S uniiormly achieved over Given a subset of (test) images T < 0, small constant e > 0, against (a) Raghunathan et al. and (b) Kolter & Wang
84% SUCCGSS. rates aCI‘OS.S all and matrix norm ||-|I, a perturbation-based didversa—wr/al Basic attack: Let £(x) be the targeted classifier. We | | -
the datasets in our experiments example ,’S defined tCz be any,/mage in A, £ x€0|3x" € produce targeted attack, where the adversarial example x Targeted attacks against adversarial training:
and showed moderate degree 7l — Il S € A F(x) = 0(x') = 0x) # f()} satisfies 0(x) = ysource and f(x) = ytarget. e L,
of transterability. Definition 2 (Unrestricted Adversarial Examples) u min L .E
An unrestricted adversarial example is any image that is an » z e
elment of A, {x € 0| o(x) # f(x)} L= Lo+ Aly + 2L, (oo [ o0 [ 7 [ o0 [ o5 [
Objective< Lo = —logf ()’target ‘ go (2, }’source)) 6272 | 80 |68 | 58
Observations function E 92| 98 | 90 | o4
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* Perturbation-based adversarial examples are special cases
of unrestricted adversarial examples. A, c A,,.

. . L, = —1080 Ysource | 96(Z; Ysource) - R R
* Unrestricted adversarial examples capture a more general . (l)( ) ) EEEE
notion of threats to machine learning models. Noise-augmented attack: Use a different conditional (b)
generator to combine perturbation -based attacks. ﬁ Figure 5: Targeted
96(2 7. €attack) & 96(2,Y) + €attack tanh(0), R mli- 5 o & unrestric;‘ed adversarial
where both z and t are optimized. - Yk @ s m .
~ s attacks against
: [f; t [T 1‘ ,{,. g d . l t . »
: : . adversarial training. (a)
Perturbation-based attacks as a special case: Using a é EE Y -~ ""'[‘b -
. . .. 0| & i samples on SVHN (b)
specially designed conditional generator we can show that v m ¢, T r
. . . i ~ 5 =M ‘51 ¥| success rates on SVHN
our unrestricted adversarial attacks incorporate (c) samples on CelebA
perturbation-based attacks. The modifications are P '
 LetT be the test dataset, and 7;, ={xeT | o(x) = v} Classifier Madry Net [10] _ Madry Net [10] _ ResNet _ ResNet
‘ oy LS S Rt Y RE AT  Discrete latent code z € {1 AR |T |} W (no adv) (adv) (no adv) (adv) Lol 7]
’ } 26~ K. J 4 4 4 S 25 é b & + ’T 4 L< 48547 : : i . ’ Ysource Our atgc?kazzj:noise) 32? 9?)‘4 333 22471 33? zii
* Yo (Z’ y ) is the z-th Image In ‘7;/ Our attack (w/ noise, € = 0.3) 78.3 0 73.8 84.9 78.1 63.0
Figure 3: Perturbation- versarial exampl o 70 | . - N
gure 3. Pertu bat.o based ad ersarial examples (top z" is uniformly drawn from {1,2,---, |7, |} Figure 6: Transferability on MNIST classifiers.
row) versus unrestricted adversarial examples (bottom ¢ A >0, 1, =0

row) generated by our Generative Adversarial Attack.
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